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1
Decision/action requested

This document proposes to resolve the ENs of solution#5 in the TR 33.809.
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3
Rationale
According to the discussion in SA3#96Ad-Hoc meeting, 5 Editor’s Notes were added to Solution #5 of TR33.809:

(1) Editor’s Note: How the solution addresses already registered UE is FFS.
(2) Editor’s Note: Impact on the privacy (e.g. how the location information is obtained and how consent is given for it to be used) is FFS.
(3) Editor’s Note: It is FFS how the solution is resilient to GPS spoofing and falsifying location related radio environment.
(4) Editor’s Note:  It’s FFS what kind of location granularity is to be used.
(5)Editor Note：Further evaluation is needed.
These issues listed in the above editor’s notes will be resolved in this contribution. 

For the first Editor’s Note: How the solution addresses already registered UE is FFS:

For the already registered UE, the location of the UE could be sent using the initial NAS message, and can be protected by the initial NAS message protection mechanism.
For the second Editor’s Note: Impact on the privacy (e.g. how the location information is obtained and how consent is given for it to be used) is FFS:

In this solution, the GPS information is used as the location information of the UE, which is obtained by the GPS chip in the ME from the global positioning system (GPS). For the privacy issue, the user can manually configure the privacy setting based on the eLCS procedure to indicate whether the UE is allowed to submit its GPS information to the core network. The privacy issue would be solved based on the privacy setting, which is agreed by the user.

For the third Editor’s Note: It is FFS how the solution is resilient to GPS spoofing and falsifying location related radio environment:
The GPS information is provided by the global positioning system, rather than the 5GS. How to ensure the obtained GPS information is authentic and how to prevent the GPS information from being tampered with in the radio environment are issues of the GPS system itself, this is out of the scope of the 3GPP SA3. In this solution, it is assumed the GPS information is accurate.
For the fourth Editor’s Note:  It’s FFS what kind of location granularity is to be used: 
The location information granularity should be as accurate as possible, i.e. GPS information, so that the receiving AMF can compare with the location information provided by the RAN. 

For the fifth Editor Note：Further evaluation is needed:
More evaluations are added to this solution.
4
Detailed proposal

***
BEGIN CHANGES
***

6.5
Solution #5: Mitigation against the authentication relay attack

6.5.1
Introduction

This solution addresses key issue #5: Mitigation against the authentication relay attack, assuming that the victim UE and malicious UE, as defined in key issue #5, are residing in the same PLMN.
6.5.2
Solution details

It is assumed that the victim UE may be camped to the false base station FBS. Then the FBS collaborates with another malicious UE through a private channel. The FBS forwards the NAS message of the victim UE to the remote malicious UE, and the malicious UE forwards the message to the remote core network through the remote legitimate base station gNB. In this case, the solution works as follows:
In the registration request procedure, the victim UE sends a registration request message to the AMF through the FBS, the malicious UE and the gNB. The gNB forwards the registration request message to the AMF through the N2 interface, which includes the user's location information reported by the gNB (indicated by "Location Info-gNB"). The AMF stores the Location Info-gNB. After the authentication and SMC procedure. The victim UE sends an UP-link NAS message, which includes Location Info-UE, to the AMF through the FBS, the malicious UE and the gNB. The AMF then compares the Location Info-UE with the Location Info-gNB.
For the already registered UE, the Location Info-UE shall be sent using the initial NAS message, and can be protected by the initial NAS message protection mechanism.
In this solution, the GPS information is used as the Location Info-UE, which is obtained by the GPS chip in the ME from the global positioning system (GPS). For the privacy issue, the user can manually configure the privacy setting based on the eLCS procedure to indicate whether the UE is allowed to submit its GPS information to the core network. It is assumed the GPS information is accurate.


If the AMF determines that the Location Info-UE and the Location Info-gNB are consistent, the subsequent procedures are normally performed.

If the AMF determines that the Location Info-UE and the Location Info-gNB are inconsistent, the registration rejection message may be sent to the UE, where the reason value carried indicates the location positioning of the UE.
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Figure 6.5.2-1 Anti-authentication relay attack procedure
1. In the registration request procedure, the victim UE sends a registration request message to the false base station FBS. 
2-3. The FBS shall forward the registration request message of the victim UE to the legitimate base station gNB through the remote malicious UE.

4. The gNB shall send the registration request message to the AMF with the user's location information reported by the gNB (indicated by "Location Info-gNB").
5. The AMF shall store the Location Info-gNB.

6. The AMF shall initiate authentication procedure and NAS SMC procedure.

7. If the victim UE decides to enable the anti-authentication relay attack feature. The victim UE shall obtain the user's actual location information (indicated by "Location Info-UE").  The user's actual location information shall be the GPS information obtained by the GPS chip in the ME from the global positioning system (GPS). 
8. The victim UE shall send the Location Info-UE to the FBS in the uplink NAS message which shall be ciphered and integrity protected by the NAS keys in the current 5G security context. The uplink NAS message shall be NAS Security Mode Complete message or other NAS message after the NAS SMC completed.
NOTE 1: 
In case of the UE is already registered, the Location Info-UE shall be sent in the initial NAS message, and can be protected by the initial NAS message protection mechanism.
9-11. The FBS shall forward the uplink NAS message to the AMF through the malicious UE and the gNB.
12. The AMF obtains the Location Info-UE, and compares the Location Info-UE with the Location Info-gNB.

13. If the AMF determines that the Location Info-UE and the Location Info-gNB are consistent, the subsequent procedures shall be performed. If the AMF determines that the Location Info-UE and the Location Info-gNB are inconsistent, the authentication relay attack report message may be sent to the UE with the cause value, which indicates the location positioning of the UE.



6.5.3
Evaluation

The solution mitigates the threats of the authentication relay attack by using the AMF to compare the location information reported by the UE and the gNB. The the user's actual location information shall be the identified with GPS information. In addition, based on the eLCS procedure, the UE is allowed to submit its location to the core network. The privacy issue would be solved based on the privacy setting, which is agreed by the UE. 
In addition, the UE reports the Location Info-UE through the NAS message after the authentication and the SMC procedure or the initial NAS message in case of the UE is already registered. At this time, the uplink NAS message has been encrypted and integrity protected, and the initial NAS message has been protected by the initial NAS message protection mechanism. Therefore, the location information of the UE cannot be tampered by the false base station.
The solution fulfils the potential security requirements from Key Issue #5: “There should be a means to mitigate the authentication relay attack caused by the false base station.”

**
END OF CHANGES
***
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